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FedRAMP(Federal Risk and Authorization Management Program)
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1. Access Control 43
2. Awareness and Training 5
3. Audit and Accountability 19
4. Assessment and Authorization 15
5. Configuration Management 26




6. Contingency Planning 24
7. Identification and Authentication 27
8. Incident Response 18
9. Maintenance 11
10. Media Protection 10
11. Physical and Environment Protection 20
12. Planning 6
13. Personnel Security 9
14. Risk Assessment 10
15. System and Services Acquisition 22
16. System and Communication Protection 32
17. System and Information Integrity 28
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EUCS(EU Cybersecurity Scheme for Cloud Services)
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Cloud Governance

Information security management, Human
resources, Risk management, Third party,
Legal and compliance, Incident management,

Data governance

Cloud infrastructure security

Audit logging and monitoring, Secure
configuration, Encryption, Security testing
and monitoring, System acquisitions and
development

Cloud operations management

Physical and environmental, Operations,
Change management, Business continuity
planning (BCP) and disaster recovery (DR)

Cloud services administration

Cloud services administration

Cloud user access

Cloud user access




Tenancy and customer isolation \ Tenancy and customer isolation
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Description

Cloud service locality
Cloud service shared responsibility model

components and dependencies
inbound and outbound interfaces

Cloud service architecture diagram

Protection of data at rest

Data backup and restore

Data portability

Tenancy segmentation and segregation

9. Cloud service security visibility

10. Security baseline

11. Deviations from baseline

12. Customer responsibilities & implementation guidance
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CSAP(Cloud Service Assurance Program)
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Information System Component Inventory, Incident
Reporting & 77 &5
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(Continuous and Ongoing)

Contingency Training

Of 102(10 days)

Audit Review, Analysis & Reporting

0§ == (Weekly)

Vulnerability Scanning,
Continuous Monitoring Security State =

0§ 2 (Monthly)

Authenticator Management

24260 days)

Account Management,
Identifier Management & 4/ &5

=7|2(90 Days)

Information Securlty Policies,
Security Training & 2670 &5

0f = (Annually)

|dentifier Management

Z4H (Every 2 years)

Security Authorization,
IT Contingency Plan Testing & Exercises & 47l

Of 3 (Every 3 years)

Personnel Screening

O 5 (Every 5 years)
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&1 CSA STAR (CSA Security, Trust & Assurance Registry)
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Certification
Third-Party STAR STAR

Level 2 Assessment-Based

e CERTIFICATION | ATTESTATION
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