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X 2 : https://www.ria.ee/en/state-information-system/x-tee.html
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1) https://e-estonia.com/story/
https://ega.ee/wp-content/uploads/2020/01/Eesti-infopoliitika-p-hialused.pdf

2) https://www.readersnews.com/news/articleView.html?idxno=105039
https://www.educationestonia.org/tiger-leap/
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https://www.ria.ee/en/state-information-system/x-tee.html
https://e-estonia.com/story/
https://ega.ee/wp-content/uploads/2020/01/Eesti-infopoliitika-p-hialused.pdf
https://www.readersnews.com/news/articleView.html?idxno=105039
https://www.educationestonia.org/tiger-leap/
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X-tee?| Y AH|A(Central Service)2t EOF MM (Security Server)& &dfi C|0|E]

HE712at AE7|2 Ztofl HIO|E{7t mEtkl= OFF|HA 2, ¥ HIO|E{e] HY glo] weto]
7kssitte 38 He

a2 | X-tee(& X-road) 7H2

Public sector

Private sector
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Certification

X-Road Center
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Userinterfaces

* &2{ : ‘Estonia technically ready to begin exchanging data

3) olAEYo} X 7]yt HEZA A X-tee2 'Data exchange layer'st B3
ZF31: https://www.ria.ee/en/state-information-system/x-tee.html

4) oA]: o] AEYor |- A FEAIARS HolE & E8o e HAUL X-tee U7 AZ IA|-HAA 0]
Al&ohe X-tee AHIA o] &A1 59 FAE AXN &8 7ts
https://www.emta.ee/en/business-client/e-services-training-courses/how-use-e-services/x-tee-

services#reporting-3-0
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https://news.err.ee/682167/estonia-technically-ready-to-begin-exchanging-data-with-finland-via-x-road
https://www.ria.ee/en/state-information-system/x-tee.html
https://www.emta.ee/en/business-client/e-services-training-courses/how-use-e-services/x-tee-services#reporting-3-0
https://www.emta.ee/en/business-client/e-services-training-courses/how-use-e-services/x-tee-services#reporting-3-0

HIOIE S|YAIE St CIXIE Akel 2Xit AAE - HIAELIOH X-tee AHIIE SaC= -

= dSoO—.

m S i3

= 004t =2 FAHCERE FYY YA, | AELIO HRE= SSHOIEIE Y DBIt ot
|AEl] Mo Kt

=<I:I__l
of!
N
™
s
.I:J_
>

+HEE BBAUA DY AEUY Y2 RS U CHOI SUYI Kol TIUuE
J s SAV} k53 BZHE 2 YEARIE Be

X (o) FEY LTob TS0 ATHHE (population registry) 7t L

- O|E ¢lsl £ CIO[EE ZF -8 Zoto| U= =3|-7|H0| &A HISHHMEZ H|3At7t

- A 7|&=0| LHSEE HIO[E 7(gto| 22101 STAMH|ATL SHTHHA A2 CHE DB A&
HOIHE A0 88 £+ U= 7Is F719
oo on
= 7229 93

- X-tee®| -MAl HAE F2 MU ‘014 0|F B2 2YS s ZZEH 6714
z2 9 Z0

- (%5‘1:. OP7|Elz{e| =&M) X-tee 2[Rl AZESQI0 ZHE

&t 7ts
- (23Y3) SHA glo] 23] Zto| 2Y¥HO = H|o|f w0l Jts

- (C}AERQ]) X-tee 3| X-teeZ A|EE|= ZE H0|E MH|A'E QHst= 70| 7ts

(BE8) X-teeo| T2|-IHg-2F0l JHs53t B I BRI 7|5 248 ¥8

() X-tee2 u2tr|= C|0|E2Q| 2ZM(integrity), 72 (availability), 7128 (confidentiality)2
U2 8%

(+8d) AlAH™ W Zoi THHEH(SPOF)0| gl E=3Y0| L3

* Single Point of Failure : A|AR MHQA FO0A S2SHA| UOH MH| A|ARI0| STH8)

5) European Commission(2019). Digital Government Factsheet 2019 - Estonia, p.27
6) %2 A2 o} I} ARE FUslol mesigon), ) oluol Almol AT Ygo2 QorAa

- httDS www.ria.ee/en/state-information-system/x-tee.html

- PWC(2018). Estonia- the digital republic secured by blockchain

7) Republic of Estonia(2019). The data exchange layer of information systems regulation
8) https://12bme.tistory.com/450
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https://joinup.ec.europa.eu/sites/default/files/inline-files/Digital_Government_Factsheets_Estonia_2019.pdf
https://github.com/ria-ee/X-Road/blob/develop/doc/Architecture/arc-g_x-road_arhitecture.md#12-design-goals
https://www.ria.ee/en/state-information-system/x-tee.html
https://www.pwc.com/gx/en/services/legal/tech/assets/estonia-the-digital-republic-secured-by-blockchain.pdf
https://abi.ria.ee/xtee/files/en/12091395/19333123/1/1614085296736/The_data_exchange_layer_of_information_systems_regulation.pdf
https://12bme.tistory.com/450
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10) Republic of Estonia(2019). The data exchange layer of information systems regulation, p.2~3

11) https://cyber.ee/resources/case-studies/x-road-as-created-by-cybernetica/

12) https://x-road.global/xroad-history



https://ega.ee/blog_post/coronavirus-emphasises-the-necessity-of-e-services/
https://abi.ria.ee/xtee/files/en/12091395/19333123/1/1614085296736/The_data_exchange_layer_of_information_systems_regulation.pdf
https://cyber.ee/resources/case-studies/x-road-as-created-by-cybernetica/
https://x-road.global/xroad-history
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Number of data repositories

* 2% : World Bank(2015), Estonian e-Government Ecosystem: Foundation, Applications, Outcomes
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16

e-Estonia guide, p.5

http://x-tee.ee/factsheets/EE/#eng

World Bank(2015). Estonian e-Government Ecosystem: Foundation. Applications. Qutcomes, p.15
World Bank(2015). Estonian e-Government Ecosystem: Foundation. Applications. Qutcomes, p.18
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https://e-estonia.com/wp-content/uploads/eestonia-vihik-a5-edm.pdf
http://x-tee.ee/factsheets/EE/#eng
https://thedocs.worldbank.org/en/doc/165711456838073531-0050022016/original/WDR16BPEstonianeGovecosystemVassil.pdf 
https://thedocs.worldbank.org/en/doc/165711456838073531-0050022016/original/WDR16BPEstonianeGovecosystemVassil.pdf 
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* &2 : X-Road Networking Visualization https://logs.x~ visualizer/? profile=EE (0| AEL|00] HZ0H|A HHHZ)

17) https://logs.x-tee.ee/visualizer/?profile=EE
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- O|AEL|O} TEZAEH (Public Information Act), A43-9Z0| & ZEA|AH 7 G|O|E

weS X-teeE Sl +HY AS FAIZD

—

https://unicount.eu/en/heres-why-e-residents-are-signing-up-for-smart-id

19) https://www.oecd-ilibrary.org/sites/510a82b5-en/index.html?itemld=/content/component/510a
82bb-en#endnotealdz4
e-Estonia guide, p.5

20) Public Information Act §43% (2) https://www.riigiteataja.ee/akt/110032022004?leiaKehtiv

21) Public Information Act §43° (5) https://www.riigiteataja.ee/akt/110032022004?leiaKehtiv
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https://unicount.eu/en/heres-why-e-residents-are-signing-up-for-smart-id/
https://www.oecd-ilibrary.org/sites/510a82b5-en/index.html?itemId=/content/component/510a82b5-en#endnotea14z4
https://www.oecd-ilibrary.org/sites/510a82b5-en/index.html?itemId=/content/component/510a82b5-en#endnotea14z4
https://e-estonia.com/wp-content/uploads/eestonia-vihik-a5-edm.pdf
https://www.riigiteataja.ee/akt/110032022004?leiaKehtiv
https://www.riigiteataja.ee/akt/110032022004?leiaKehtiv
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* Keyless Signature Infrastructure : 7|(key) ¢10| GIO|E{Q| QtMgut RAMS HASH= HO7|=
- HO|E{0f| CHst ¥&KI7IZ5S AKAHLzE RLUEHIASIH Ze HIE ZA|7|ZESHL, AHEA|DICH
U2 2oz 219 & 9HE {RE &0l

- (‘2 RY(Tallinn Manual)’ &) Atole BZo| 2 282 JAls

- 074 2 AO|H &4 =, H|AEL|OP7} 25101 NATO ESAO[HELME" dE

* NATO CCDCOE : NATO Cooperative Cyber Defence Centre of Excellence (0| AEL[O} EZl AY)

- Y 7ITE YA MRS HYwmEstD, WIS IAMO| A|H THNE HEECHs
Axg 43

% (139) iR HA 1.0, (174d) HH 2.0 L=
X HH 1.00M= A 28 ek =7t AOJofl LojLb= “MOIHM (Cyber War)' 2 w4512, HA 2.00fk=
T7HEF)Q o=t 0| LojLk=, ZES BUEES A H2RIE RSk A0l 21 (Cyber

Operation) 22 S-XHE310] WM T2 Ly S0 LHL0| SR6HAI= 2Ach ALO[H Ef|={0f| CHE]|
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- (‘MO HOto|A|(Cyber Hygiene)' Z3f) D2 MItHO| Afojs Hob @gg MAIstz
B3 ool 34 np

- AIO|H HOHS Oz 7| oS 26l &5 WX0| 2 A[F{0F St= ALO|H 2| M2
(hygiene) 4@ QIALZZ|GZE 57| QI3 Z7I0A B8 T2 O

- RAEStRIY SOIA OLO|SOf|A AfO|H EOto] 240 o 7t2A[1 A[&£AQl WSt

| 21E7ER| 7M| O|& & 158 B 2 WAL 5ZF O|40| W0 20{22)
- AlO|H HOt QI 2= ol 14~24A| CHY BRICHSIQ! ‘CyberSpike’E 7Hz[5t1, A3 U=
HHE |SdotH A|CHE| &A7IE A
= (‘Clo|E| CHAtZH(Data Embassy)’ %) 2 HIO|E{2] 2| RH WX O
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S2|A AR FASH HAH S R
- Hatgl= HO|E= ZF CojeAl B2 2|4 UHO|EEH, LBEE= HAIZH EX|(real-time
copy)sto] 2
- F 10379 M2t H|0|E| Al C|O|E| CHALZO| HHQY 2123)

*

AR M2 (e—file(court system))

> 0f
[0
>

o
-|II

Y5 A|AH(treasury information system)
12t ZE 2|Z|AE2|(e-land registry)

|'>~l

JHQ1 M| 2R AEZ|(taxable person’s registry)

7|1 HAIAEZ|(business registry)

-0

o171 2| AER|(population registry)
It (State Gazette)

@@@@@@@@

M=ol ME A AEZ|(identity documents registry)

AMYE HAAER|(land cadastral registry)

.@

© =7IH=a23 ZHAIAEER|(national pension insurance registry)

22) https://www.educationestonia.org/cyber-security-education-in-estonia
23) https://e-estonia.com/wp-content/uploads/2020mar-facts-a4-data-embassy.pdf
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https://www.educationestonia.org/cyber-security-education-in-estonia/
https://e-estonia.com/wp-content/uploads/2020mar-facts-a4-data-embassy.pdf

GDX REPORT

3. (X &%) LSt HOER SHIEIZO= SO
CIXIE MHIA EZ718 O

m ZZ-0I7 GO[E{7} WAE YA ZIMH|A HE
o

0|:J

[= T

= (AZU) X-teeR 2BZEEA 5 F2 IT Y U HOEE IR0 Il HY 2
27} 2|ASHE B ML-AESE ZTMH|A A2

0
J

- (9IB) e-ID2 HoE o2 7|22 ZHOE HOLEWE 4 U0 JOIEE BMHBE

MHE[AT} 7hs (e-AB7IE, e-FEA7, e-AH{YH™ 3)
= H

*x% HL| ZF
- (EAD Uior & MadE© - tigaUA27I5t 52 Y5 HoH)E 2 &l &, dAE 22
u]

2[R0 2 AzH(LUZE CIOE) A ZAl A2 7Hs

Y W[ DB GAE

4
NI
r
[

JZ5 | X-tee (B X-road)&o| A

A A
X_..I O d Q DATABASE

-
9
3

the busiest highway since 2001

L

8 TELECOM
COMPANY

+ X-Road —the free and open-source data exchange

layer software _ y "J"TL'EF;;_:LET

+ modular, easy-to-use, secure data exchange solution

+ decentralisedand distributed network

+ expertcommunity of almaost a thousand people from
over 60 countries

+ operational in Azerbaidjan, Argentina, Cambodia,
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+ X-tee—the Estonian X-Road ecosystemsince 2001
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+ over 3000 different services
+ over 1,3 billion transactions per year
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* 23] : Estonian Startup Visa in 2020 https:

3% 3% 3% 4%

+75% +12% +46% +32%

26) https://e-estonia.com/wp-content/uploads/e-residency-factsheet-sep2021-1.pdf
27) https://www.chosun.com/site/data/html dir/2020/07/18/2020071800185.html
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https://startupestonia.ee/blog/how-estonian-startup-visa-has-built-3000-bridges-in-4-years
https://e-estonia.com/wp-content/uploads/e-residency-factsheet-sep2021-1.pdf
https://www.chosun.com/site/data/html_dir/2020/07/18/2020071800185.html
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28) https://investinestonia.com/estonia-leads-europe-in-startups-unicorns-and-investments-per-
capita/#:~text=Estonia%20has%20most%20unicorns%20per%20capita%20in%20Europe&text=S0%?2

0far%2C%20Estonia%20has%20been.”7.7%20unicorns%20per%20million%20capita
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