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oo 8

(1) A&

Qs A217E AR AN, 7]9delt A1g)e] ofe] 2AEL o ol saE V=Y
who 2 T2 gelsy] olelgiAom, BAle] ] COVID-19 vlolel i Q1a A1) 4
AR Q18] AlgHEe] AFRAOA 97 s Afsle] SRshs Alh vsiA,
g, 71905 26l Hekd X9 e aE Adehs 2ees TUFe) 8L
ZPIAST. oleld MERs Ea A4 A9 BRola Ll Agiy) walE waw
shelciel WE7E A1) Hol whe A 2ok 93 oFt 5 Q= 7))} ez o
otk dlolE A o B Aul, g, olZe el B Qle )
S A e g V)R Wok A ofel Aol A4S Auao] BERE Ao

o

ST} vA] e, dAje] tAE YAl Aldell= A

tHxdow A W HE= A HFe] o' Ak
wEAom AEshA] = IT Bt drieloltt. o] el 34 do2 HEYA
A el AM HIES =] Anlse] HEste = AFSAR HFH = Bk 3
AN FdsHAl FAwdth= Aotk ol#3 F7F B A2 AlolH &42 HelE 9
Ash= Aoz ASHA.

Zero Trust7} Algsh= F7F Hel AlF2, 719l VEYA o] Fuxd 9 Au)x~
TE 59al Feke-E 7 ojEgdlold B’ MW E xdetes Qlxdks el
2h vig- S8ttt o7t A2 e AR B WS AREsto] Bt AAE A, B
UEE 2 FA8ks A H5 ofg7A ber, T3 A5 d4ew dF = =
TES Al 2RE 98E B3 2AdE 54 flv Bt Aol IgA ot}

Zero Trusti= A9 AT 2 & 24, violAz Ald, 94 Bt 3 4 54
AAE Eghste] FHAZ A 7S Adste] &4 SAE AAlskaL fuk Al

4 wWww.nia.or.kr



Zero Trust AgF o3z glo]|= [T AMEfA X #8] HxE GAs517] Y3 71+
o] oy 7| AWML HAYSZA &S & £9], MFA(Multi—factor

Authentication)+ Zero Trust =22 &4 7|5o|tf. MFAT @3] AFEAE Q5

5] 915l & ool FAS 8T 2 odvjain, BA GEF Yelshe Anow
L ASE 92 5 gk AvEoE B 5 gl MFAS EgAel e 23} do]
¥l e A gl I(two factor) Q1Zolek. &, MWAES} 3 5
S8 Bl WER A5EE OTP7F 2ol ALgHth A48 vEiss Gl
o glie Aelw], OTPE FAlo] b4 3 Q= of| o] |k, neba] 'gale] ehu
P A 8av} SHeE, BAY AYE nES s A ks A5 EAD
.

Two-Factor Authentication

Login Authenticate Access

Notification Approve

je/ 7. 2:/-]7-// 0/7_<
e S ARgste] A HekE A8shs A cfEe Aol AR sUd =

212 A A (perimeter)el] ZH# o2 &3} 1= wdelt) 19

olr
rlr
ol
ol

| A A

=

™

']_ =B
o o

A G BALE X189 O



T

\ \\AI Network Lab SIA}OIE A7 (2022.07.)

v} mupe) oLaﬂ,A F7h, el A o) ALEE ThER B §F, OAE ABL
JEEERERIEEURERD PR NER
) goz Qe sl A AL ALl A2 A9l AN, BAL o o

o

1

714 BelA gAwe] ohw, 71&E AAMC] Fed A 240 Aol 9
+ U5 HES = vwA] A A3 4 o, o= AA <t e Aol ¢

FolJels AL gujsit), 1 A7 /gELS MP

ol YIEYZ WS ¥ 7|8l NetFoundrye] OpenZitixl® 13 23} 7Fo] Software
Defined Perimeter (SDP)E &&tal vt SDP+= IDE 7|¥te= ¢
Aol gie}, SDPE AMReld BEH gzl gk da~7) 589 <E
T YAl dAIRle]l A4 Aol ¢kds] JdsE =

-
wn
Yo
L
rlo
el
ol
2

i+

NETFOUNDRY SOFTWARE DEFINED PERIMETER

NETFDUNDRY
SDP Network Controllers

Authenticate Before L Least Privileged
‘‘‘‘‘‘‘ - g Access

( b simen
- — I webservices i
latericy and packet .. .
loss

CLIENT INITIATING SDP HOST NETFOUNDRY ENDPOINT ACCEPTING SDP HDST
GLOBAL NETWORK

Path dynamically
selected to minimize

) ! L e—————— Control Channel
NetFoundry's SDP uniguely combines SDP, performance optimization, 1AM
integration and zero trust.

Data Channel

& 2 SDP(Software Defined Perimeter), ZXi: Netfoundry

(3) Zero Trust Architecture

(7}) NIST 3¢t

NIST(National Institute of Standards and Technology)© 20201 8€¥€ell Zero
Trust®] ET oG- E A% 7= s EAE LT Zero truste} ¥4
H 2GS Ak of B AT =EE0] o] EA 9AHY, = o] RS
ARt Bl TR AEO 7Iwko 7 Akttt o] A ollA Atk F 7EA] o a1y Al
slo] At} A WHA= Zero Trust oF7|81A 2] core components©]al, S+ WHA= Zero

TrustE $g+ SDP &l tigk Aol
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Zero Trust Architecture(ZTA)+ B2 I4S Zbe A28 dgtidel Bl WA
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controller and network

Control messages between
participants

Controller

> o
1= oY N
Traffic enters
on one node O
and exits
from another \/\
& data ° ®
data
P & \olll/y'I/l Qlllizx N N
/ SDD > Router Route >
S (T o Local Computer Network [~ gp'
Edge-Router Edge-Router Service +

32! 7. OpenZiti framework by Netfoundry, — &X{: NetFoundary
OpenZiti®] 7442 v #t} Ziti Controller, Ziti Router/Edge Router % Ziti
Edge Client= T-3€th o]lg|gh 74 8458 Seto|AdEdA AW Ee] 5+ 23] 11|
Kot Ad& Alestr] fl8) AHeH o2 Y UEAI: 7] UEND =g
Qlell SHRt AAS Agstnz eudlo] MEYIR HFH
Ziti Controller= configuration plane= A|3<kt}. Ziti controllers= Ziti AH|~E

configuredh= H] Y-S X WHZiti HEHIE A= AFEA, A 9 2o A Ab

|5 ololRIHHES #E st T4 xH-e]l . Ziti controller= 4% A5H
TLS(mTLS)E 7|Wre 2 Ziti YIEY A BE A gt 215 2 5SS Fdsi}

°
AEEY = Ziti MEYAS 472 e Il 92 My 245 Agstr] ¢
"self—signed certificate”S AF&3ic},
Ziti Routers/Edge Routers+= 39| Ziti HEH A =toA EgEe XX 2 E)
TS ehdsta FgA o2 HdEshe 93 dhr) E3F Edge #F9-HE Ziti 132k
LE7F obd end—to—end FA|l ek 4 B 7 A S Al
router/edge—router® T8 7 Z
@ Edge—Router: YEH A thst ¢FASE Zero Trust entry point (o}o]EJE] 7]Hk
o= o= ot 3}
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oA A&staL A E =S T
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v 71E MEY A Feo]AETL A2 = e BE gad] Ao et

Mdeltt, Ziti Av]~e A o] 7id el tdo] obd identity® 7S] TH(H
Efa AR H8 gle).
& ldentities
v d4e AAT g e Zit MESAY Ui = ZIRIEE YERAT Ziti Y]
EQA WellA o] Folx= B
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& Policies
v' Identities®} Services7} & 2H-&3l= WHE Alojsit}, An|2=E AEstEH
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(4}) Open VPN

Open VPN #5421 VPNolgh= 752 743 open source ZZAEZA g}-5-
B s BHex] A B dF Az AedA b A3 g s ALl E I AAE
AsE 7S Tdske VPNUIVE APE) Al2=gloln, SHfoldE 3 B 3-&
L2 RS B AlEshal

o)
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Zero Trust AccessE &3t A MAAQ HQF 277109

4 o] of T3 AFo=,
7ZTAZE "tedste] 7% Open VPN CloudE EE 29 7o) erdsk 7143t vE
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Sereno Managed
Security Service
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it with
the least cost!

Please check the detail in next page Microsoft Security Stack + Azure Security
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